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Why We Did This Audit

Over 25,000 paychecks for $40 million are
processed by the City each year to pay over
1,000 fulltime, part-time, and seasonal city
employees. Based on a citywide risk
assessment, an in-depth examination of the
City’s payroll processes was included in the
fiscal year 2012 audit plan.

What We Recommended

Security measures for changing an
employee’s direct deposit information
should be strengthened.

Implementation of an automated
timekeeping system should be considered
in order to increase efficiency, reduce
errors, and approve accountability.
Regardless, the implementation of
automatic trigger points related to sick
leave usage should be considered.

The ability to add employees and change
pay rates should be limited to only certain
employees with a definite business need.

The City should develop a procedure to
ensure that employees no longer actively
employed by the City are timely removed
from the payroll system. A special re-
instatement process should be considered
for returning seasonal workers.

Documentation authorizing pay rate
changes should sufficiently demonstrate
that all employee pay rates are authentic
and have been approved by management.

Audit Executive Summary:
Payroll Policies and Procedures

What We Found

During this audit, we examined the City’s payroll
policies, procedures, and practices to determine
whether or not adequate controls were in place to
prevent fraud, waste, or abuse of city resources.
Although we did not discover any evidence leading us
to believe that there was material fraud, we found
areas where internal controls could be strengthened to
reduce the City’s exposure to monetary risk. We also
found indicators of abuse of the City’s sick leave
policies.

Under current city processes, the opportunity to create
fictitious (i.e. ghost) employees exists. While no ghost
employees were uncovered in our review, the City
does expose itself to this risk because of the
following: (1) there are inadequate controls over the
changing of direct deposit information, (2) the process
to ensure that terminated employees are timely
removed from the payroll system needs improvement,
and (3) the City’s manual process for recording time
provides less accountability than a properly
implemented automated system.

In addition, we found 41 employees that had the
ability to unilaterally alter employees’ paychecks to
virtually unlimited amounts. Furthermore, most of
these employees had no need for this system access.
This finding was considered a major control weakness
that needed to be timely communicated to
management. Therefore, an interim audit report was
issued on February 24, 2012.

Finally, we found that the City’s sick leave policy has
estimated costs of approximately $1.37 million
annually, with City employees using approximately 9
days of sick leave per year. In addition, we found
indicators that some employees may be abusing the
City’s sick leave policy.
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Introduction

The City Internal Auditor’s Office conducted this performance audit of
the City’s payroll policies, procedures and practices pursuant to Article
111 Section 30 of the College Station City Charter, which outlines the
City Internal Auditor’s primary duties.

A performance audit is an objective, systematic examination of
evidence to assess independently the performance of an organization,
program, activity, or function. The purpose of a performance audit is
to provide information to improve public accountability and facilitate
decision-making. Performance audits encompass a wide variety of
objectives, including those related to assessing program effectiveness
and results; economy and efficiency; internal control; compliance with
legal or other requirements; and objectives related to providing
prospective analyses, guidance, or summary information.

Over 25,000 paychecks for $40 million are processed by the City each
year to pay over 1,000 fulltime, part-time, and seasonal city
employees. The results of a citywide risk assessment conducted in
October 2007 identified payroll as a potential audit topic for the fiscal
year 2010 audit plan. At this time, a payroll audit focusing primarily
on overtime and compensatory time was conducted. On September
22, 2011, the City Council approved the City Internal Auditor’s audit
plan for fiscal year 2012, which included a more comprehensive
examination of the City’s payroll processes.

In December 2011, leave policies and procedures were reviewed and
a preliminary analysis of payroll data from fiscal year 2009 through
2011 was conducted. During the preliminary review, several aspects
of risk within the payroll process were identified. As a result, audit
methodologies were developed to evaluate internal controls, identify
fraud risks, and assess potential abuse of city policy and possible
waste of city resources.
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Audit Objectives

This audit evaluated internal controls, identified fraud risks, and
assessed potential abuse of city policy and possible waste of city
resources. This report answers the following questions:

e Are internal controls sufficient to reduce the risk of payroll fraud
to an acceptable level? Is there any evidence of ghost employees
on the payroll?

o Are payroll and personnel policies, procedures and practices in
alignment with best practices in order to reduce the risk of fraud,
waste, and abuse?

Scope and Methodology

This audit was conducted in accordance with government auditing
standards (except for the completion of an external peer review),*
which are promulgated by the Comptroller General of the United
States. Audit fieldwork was conducted from March 2012 through May
2012. Most audit tests were performed using payroll data from
January 2008 to April 2012, which comprised 110,580 payroll checks
for approximately $176,578,000.

The audit methods included:
¢ Reviewing the work of auditors in other jurisdictions and
researching professional literature to identify best practices

regarding payroll related policies and procedures.

o Interviewing staff responsible for performing various payroll
related duties and oversight functions.

o Reviewing applicable city policies and procedures and relevant
state and federal laws and regulations.

! Government auditing standards require audit organizations to undergo an external peer review every three
years. A peer review is planned for 2013.
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o Examining direct deposit documentation for all active employees
to verify compliance with city policy and to identify any indicators
of possible fraudulent activity.

o Performing global analytics on leave accrual and check history
data from January 2008 to April 2012 using specialized auditing
software to test for potential fraud and abuse.

o Drawing a statistical sample of 379 paychecks to verify that the
pay rates found on employees’ paychecks corresponded to the
authorized rates found in employees’ personnel files. The sample
size was randomly selected from the total population of paychecks
from January 2010 through April 2012 in order to reach a 95
percent confidence level and a 5 percent confidence interval.
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Findings and Analysis

No Evidence of Ghost Employees Were found but Risk Exists

Ghost employees are individuals listed in the payroll register, who are
not providing services, but who are receiving a payroll check.
Generally, there are two types of ghost employees. The first are
completely fictitious employees added onto the payroll, the second
are former employees that remain on the payroll. Although we did not
find evidence of ghost employees on the payroll during our audit
tests, the City is susceptible to this type of fraud. Therefore, some
improvements could be made in the City’s internal controls to further
mitigate the risk of fictitious employees being added to the payroll.

Audit Tests Did Not Reveal any Ghosts on the Payroll

In general, ghost employees are very difficult to discover once they
are in existence—which is why controls to prevent ghost employees
are so important. Nevertheless, there were two types of investigations
that we conducted in an attempt to discover ghost employees on the
payroll. First, we investigated any accounts wherein multiple
employees on the payroll were paying into the same bank account;
and second, we investigated whether any employees were depositing
their paychecks into accounts that were under the name of someone
other than that employee.

There was evidence to explain why multiple employees were
depositing their checks into a single account. We found 17
accounts wherein multiple employees—146 employees in total—were
paying into a single account. Two Prosperity Bank accounts have
been established to collect association dues for 40 firefighters and 73
police officers. Through employees’ personnel files, we were able to
locate personal identification documentation (e.g. a copy of a driver’s
license or passport) for the remaining 33 employees. In addition,
most of these accounts were jointly owned by married couples that
both work for the City.

We were able to clarify why some employees are depositing
their paychecks into accounts that were not in their name.
We found 14 accounts wherein the employee being paid was not the
owner of the bank account the check was being paid into. Through
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employees’ personnel files, we were able to locate personal
identification documentation that verified that these individuals had
actually worked for the City. In addition, we found evidence in 9 of
the 14 cases where the employee and the owner of the bank account
were related. For the five employees we could not verify family
relations, we identified if the owner of the bank account is a current
or former employee. Although there was one instance where the
account holder was a former employee, further examination revealed
that no payments have been made to this employee in the last four
years.

Risk of Redirection of Pay into Unauthorized Accounts Exist

When employees change their direct deposit information, they are
asked to submit a payroll direct deposit form along with a voided
check. A completed payroll direct deposit form should include the
employee’s name, bank name(s), account number(s), routing
number(s), social security number, and signature.

Besides the fact that the information on payroll direct deposit forms
are needed by Payroll so that the City can pay the employee, a fully
completed form has the additional benefit of reducing the risk of
being fraudulently used by third parties since the form requires
private information such as a social security number, and voided
checks that usually have the account owner’s name printed on it.
However, in practice, employees have not always been required to
submit a completed direct deposit form with a voided check.

All city employees are setup with direct deposits, which
reduces the risk of fraud. Currently no city employees receive
manual checks. Instead, paycheck amounts are directly deposited into
employees’ personal bank accounts. Requiring all employees to be
setup with direct deposits not only provides a more efficient and
effective method for paying employees, but it also helps prevent
payroll fraud.

In order for a ghost employee scheme to work, three things must
happen: (1) the ghost must be added to the payroll, (2) timekeeping
and wage rate information must be collected, and (3) a paycheck
must be issued to the ghost and the check must be delivered to the
perpetrator or an accomplice. By requiring all employees to be setup
with direct deposit, several common techniques used to have ghost
employee paychecks delivered to the perpetrator are eliminated.
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Therefore, to perpetrate a ghost employee scheme at the City, the
potential fraudster would have to develop a method to redirect direct
deposit pay to an unauthorized account.

Changing of employee direct deposit information is an
informal practice. After examining the payroll direct deposit forms
for all active employees, we found that less than 50 percent of them
were fully completed, and about 40 percent of the submitted forms
had not included a voided check. Of particular note, we found two
employees who changed their direct deposit account without
submitting a direct deposit form. Instead, they submitted a piece of
paper with a note to change their direct deposits and a direct deposit
slip. Additionally, we found several employees who changed their
direct deposit by submitting a direct deposit form that only contained
their name, bank info, and last four digits of their social security
number—which is available off of any employee’s ID badge. Finally,
we found payroll direct deposit forms wherein the employees
requested that an additional bank account be added to their paycheck
deposits; but rather than also listing the bank account that the
employees were already depositing into, they simply wrote, “keep the
rest the same.”

Current employee direct deposit change practices create a
security risk. The fact that employees are able to change their
direct deposit information without submitting a fully completed payroll
direct deposit form along with a voided check creates a security risk
wherein the employee’s wages could be stolen by an individual who
submits a fake direct deposit form. For example, an individual could
redirect a portion of an employee’s pay check into the individual’s
own account by submitting an incomplete payroll direct deposit form
that contains only the employee’s name and the individual’s own bank
account information.

Additionally, an employee’s pay stub does not necessarily show all of
the accounts his money is being directed into (see Figure 1 on the
next page), so it is possible that the employee will not notice that
some of his funds have been redirected into another account. And if a
fraudster were to coincide the redirection with an anticipated change
in the victim'’s take-home pay (such as a change in insurance,
retirement, or income), the victim might not notice the redirection
since he was already expecting his amount of payment to change.
Potentially, a fraudster could steal a large amount of money from
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fellow employees by only taking a small amount each pay period from
many individuals.

Figure 1: Employee Pay Stub Example

City of College Station

PO Box 9960

College Station, Texas 77842

a

[ 3 Namo Pay Oate Pay Peccs Chech No
& 5242012 $772012 -9720:2012 w7584
Salary
neem Current Amount YTO Amount
Camrn 1807 090 3015 380
Oedxctona 410000
Net Pay LR 80
Eamings
Pem Howrs Current Amount
SALARY ADAUSTMENT 0000 1407 690
Total Of Larnengs 1007 490
Deductions
rem Current Amount YTO Amount
CRINCAL RANESS 780 0
ENPLOYEE/SPOUSE FULL RATE %050 050
Current Amount FECERAL Yk TAX o150 190,440
HEA EE CONTRIBUTIONS 0000 0 000
1 8000 MEDICARE PRT S S M40 WeR
OPT IV DEP. LIFE 1620 1620
SOCIAL SECURITY 70740 146 040
1353.630 SUPPLEVENTAL ADSD EE 1.9% 13%
SUPPLUTL LFE EMPLOYEE 3690 3000
1 389630 TMRS (RETIREMENT) 126 540 253000
VISION EE & SPOUSE 8080 8080

-

Direct Deposits

Total Of Dwect Depost

415000

Current Amcnnt

The above employee has his money deposited into three accounts;
$18 each into two checking accounts, and the remainder into a
savings account. However, on the pay stub, only the savings account,
one of the two checking accounts, and the total amount deposited is
listed. Notice that 18.00 + 1,353.63 = 1,371.63—which is 18 lower
than the 1,389.63 listed in the “total” section.

There is a Risk that Former Employee Ghosts Can be Created

A former employee ghost is created when an employee remains on
the payroll after he or she has ended employment with the
organization. For example, in many cases a supervisor creates a
former employee ghost by waiting for one of his subordinates to quit,
and then not informing Human Resources (HR) of the subordinate’s
departure. The supervisor then redirects the employee’s paycheck
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into his own account. In the City, the process of (1) accounting for
employees’ time and (2) removing employees from the payroll creates
opportunity for some city supervisors to perpetrate a former
employee ghost scheme.

The City has a manual process for accounting for and
recording employees’ time. The exact process for accounting for
and recording employees’ time worked varies amongst city
departments. Although departmental timekeeping processes may
differ, they all involve manual tracking of time on paper timesheets
that are distributed to employees through department timekeepers or
supervisors. Not only is the manual tracking of time through paper
timesheets a cumbersome process, it also increases the likelihood of
errors, fraud, and abuse. We found that some departments provide
better controls and accountability in their timekeeping process than
others. However, the risk of fraud, errors, and abuse is still prevalent
because manual timekeeping through paper timesheets primarily
relies on adequate supervisor oversight to ensure accurate recording
of time. Supervisors not only approve time entries recorded manually,
but they often take custody of these documents that can be altered
without an audit trail.

Improved processes that ensure timely removal of inactive
employees could reduce the City’s risk exposure. Most
municipalities employ a wide variety of part-time, seasonal and
temporary employees to fill various jobs throughout the year, such as
lifeguards at community pools and election-day workers at voting
locations. In these situations, the proper protocol is to remove these
employees from the payroll immediately after their work is complete.
Allowing inactive employees to remain on the payroll creates an
increased risk of ghost employees since these inactive employees can
be used as the first step in creating a ghost employee. Therefore, it is
important that inactive employees be timely removed from the
payroll.

We examined employee paychecks between fiscal years 2009 and
2011 and discovered 195 employees® on the payroll who, on average,
had 101 days between paychecks (see Table 1 on the next page). All
but six of the employees identified in Table 1 were part-time,
seasonal or temporary employees.

% The analysis was based on employee identification number. Of the 195 employees, 49 had multiple jobs.
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Table 1: Employees on the payroll with 20 or fewer checks (FY09-11)

Avg. # of Pay Check

1
Department Employees checks Gaps?
PARD (Recreation) 79 5 52
PARD (Special Facilities) 63 9 32
City Secretary 49 2 305
Other® 4 3 14

1Employees on the payroll from FY09 through FY11 receiving 20 or fewer pay checks
2Average length of days between pay periods
3ncludes 1 employee from Police, Parks Operations, Sanitation, and Legal

In addition to the analysis summarized in Table 1, we found 97
employees® who remained on the payroll for an average of 526 days
after receiving their final paycheck. Furthermore, we found 5
employees who remained on the payroll for 1,760 days after receiving
their final paycheck.

During the course of this audit, city management recognized this
issue and began removing inactive employees from the payroll. We
applaud their proactive approach to this important matter, and
encourage them, once they have completed this first step of removing
currently inactive employees, to continue on to the second step of
creating a process to ensure that future inactive employees will be
regularly and timely removed from the payroll once they become
inactive.

There is a risk that a ghost employee could be created. As
previously mentioned, for a ghost employee scheme to work, three
things must happen:

(1) The ghost must be added to the payroll.

In College Station, when an employee ends employment, the HR
department relies upon the departing employee, or the departing
employee’s department, to inform the City of the departure. In
addition, there appears to be indicators that the process of timely
removing employees from the payroll is not always effective.
Therefore, we conclude that it is possible under the current control
environment for a supervisor to create a former employee ghost by
not informing HR of his subordinate’s departure.

3 This analysis excluded employees with multiple positions.
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(2) Timekeeping and wage rate information must be collected.

Manual timekeeping processes and practices allow some department
supervisors custody over the paper timesheets of their employees.
Consequently, these supervisors have the ability to receive or create
the paper timesheets of former employees who have not been timely
removed from the payroll, manually record time (not actually
worked), and then approve the timesheet for processing.

(3) A paycheck must be issued to the ghost, and the check must be
delivered to the perpetrator or an accomplice.

We found incomplete direct deposit change forms that were
processed without identifying criteria. In addition, we found that
these forms could be submitted without the employee being required
to appear in person (e.g. scan, inter-office mail, or email). Therefore,
an employee’s supervisor has the ability to change a former
employee’s direct deposit bank account to the supervisor’s own
account by submitting an incomplete payroll direct deposit form that
contains only the former employee’s name and the supervisor’s own
bank account information.

Payroll Information System Controls Could be Strengthened

Payroll is one of the areas at greatest risk of fraud and theft.
Because of this, organizations need to be very careful about setting
up proper controls in their information systems to minimize risk. Best
practices in payroll information systems require a segregation of
powers and responsibilities. This includes:

1. All changes to the employee master file should be reviewed and
approved by a supervisory-level employee in Human Resources
(HR) prior to being recorded in the system. No one employee
should be able to record modifications to the employee master
file. The modifications should be initiated by one employee and
reviewed and authorized in the system by a separate employee.

2. Employees responsible for modifying the employee master file
should not have access to the payroll system, be involved in the
payroll process, distribute payroll checks or make hiring or
termination decisions.
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It is important to note that we issued an interim audit report that
addressed the audit findings found in this section of the report on
February 24, 2012. We felt that the findings relating to payroll system
controls represented a significant risk to the City. Therefore, we
thought it necessary to inform management of these findings prior to
the release of this audit report. Not only did the interim audit report
address many of the issues identified in this section of the report, but
it also provided management with two key recommendations.
Management concurred with these recommendations and started
immediately to address them. As a result, several if not all of the
issues identified in this section may have already been
corrected. A copy of the interim audit report can be found in
Appendix A at the end of this report.

Timekeepers’ System Access to Alter Paychecks is Too Broad

Although the City has sufficiently separated the responsibilities of
employees, the ability—or power— to perform incompatible functions
within the City’s information system exists. As a result, we found 41
employees that have access to alter paycheck amounts to virtually
unlimited amounts.

The City has properly segregated responsibilities.
Responsibilities in the City have been segregated such that changes
to an employee’s pay are initiated at the department level. Employee
action forms are completed by department personnel and require
signature approval by employees’ supervisors and department heads.
These forms are submitted to HR to authorize HR staff to make
changes to the employee’s pay within the City’s information system.
Once HR has processed an employee action form, they notify Payroll
of the change. Payroll staff must then go into the system to approve
the change.

System settings allowed 41 employees to unilaterally change
paychecks to unauthorized amounts. Even though the
responsibilities have been properly divided, many employees still
retain the power to unilaterally change paycheck amounts. As of
February 24, 2012, 41 employees had the power to alter paycheck
amounts—and most of them have no need for this type of system
access. These employees consist of a system administrator in the
Department of Information Technology, 3 Department of Finance
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payroll administrators, 9 Human Resources employees, and 28
department timekeepers.

The fact that so many employees can alter paycheck amounts
constitutes a significant control deficiency. Although the limit per
entry in the dollar amount field is $100,000, the system allows
virtually an unlimited amount of line entries. For example, a user
could use code “16" (on-call pay type) and enter $100,000 (instead of
$15) on multiple lines to create a multi-million dollar check.

Security settings should be changed to prevent department
timekeepers from making changes to any employee’s pay. This can
be done by a system administrator simply changing the “User
department dollar amount entry” from “Y” to "N” in the “Time Entry”
screen in the AS400. Doing so will eliminate users changing the dollar
amount in the hours entry screen.

The payroll system uses hundreds of codes, many of which
are used for purposes they were not originally designed.
There are 255 pay type codes in the system and 22 of these codes
can be used by department timekeepers to change paycheck
amounts. In fiscal year 2011, $10.1 million in payroll payments were
made from 9 of these pay codes—which is approximately 24 percent
of total payroll. Table 2 below shows the dollar amount paid to
employees from these 9 codes in fiscal year 2011.

Table 2: FY11 Pay Codes Used with High Risk Exposure

I Number of
Pay Type Description Amount Employees Payments
Salary Adjustment $ 9,756,661 272 6,231
Lump Sum Payment 181,365 146 146
On-call Pay 145,816 162 7,115
Workers Compensation Payments 21,252 5 23
PD Field Training (Patrol) 13,935 12 505
PD Field Training (Communications) 7,104 8 264
Taxable Awards 4,159 22 24
Retro Adjustment Pay 2,079 26 27
Tax Adjustment Retro Pay 30 1 2

Total: | $10,132,401

In addition to this, the pay codes are often used for purposes for
which they were not originally designed. For example, the salary
adjustment code is used for more purposes than just paying salaried
employees their regular salaried pay check. There are instances
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where this code was used to make paycheck reversals and retroactive
pay increases. In addition, several exempt employees received
compensation out of this code. Also, several un-identified salary
adjustment amounts were made that did not correspond with the
calculated salary amount of employees. Finally, the code was used to
adjust fire fighter salaries so that they get paid an even amount each
pay period (otherwise they would receive a large check one pay
period and a smaller one the next because of the 24 hour shifts they
work).

High-risk Employees Showed No Evidence of Material Fraud

We examined the detailed paycheck history of fiscal year 2011 of all
41 high-risk employees previously identified as having access to alter
paycheck amounts. Specifically, we paid special attention to any
payroll entries made by these employees from the pay codes
identified in Table 2. Based on our review, we found only one possible
anomaly. In pay period 7 of 2011 her paycheck amount was
increased by $182.58. The paycheck amount was decreased by the
same amount (through a reversal) in pay period 9 of the same year.
We identified this instance as high-risk because (1) the employee
does her own hours, and (2) this type of reversal transactions could
be used in order to provide a pay advance that could be returned
later. Determining whether or not this is the case would be difficult to
confirm. In addition, we concluded that the amount was immaterial.

Department Timesheet Entry Practices Could be Improved

Process controls at the department level could be strengthened. All
timesheets should be reviewed and approved by department
supervisors and delivered directly to department timekeepers by
supervisors. After timesheet data is entered into the system, a
separate employee from the one who performed time entry should
verify the accuracy of entries by reconciling physical timesheets to the
system generated hours proof report. In addition, department
timekeepers’ timesheets should be delivered to Department of
Finance payroll staff by their supervisors to be audited by central
payroll personnel.

In College Station, each timekeeper has received instructions on how
to review and enter work hours into the system. These instructions
are found on the “Time Sheet Auditing and Entry” form. If all
department timekeepers followed the instruction form as well as the
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best practices described in the previous paragraph, timesheet entry
practices could be improved citywide. However, based on our review,
the Police Department was the only department that did not seem to
have any control issues in this area.

Increased Accountability Could Further Curb Sick Leave Abuse

All employers who offer sick leave to their employees find themselves
in the difficult position of trying to balance the competing interests of
having a flexible, friendly sick leave policy for employees in genuine
need of sick leave, while also having serious, objective protocols for
curbing sick leave abuse among those who would abuse it.

To help balance these competing interests, best practices have been
developed; they include: sick leave that is accrued over time, periodic
evaluations of sick leave usage, and “trigger points.” A trigger point is
a mandatory action to be taken when an employee reaches the
trigger point. For example, some cities require their employees to
certify each sick day taken after reaching the trigger point of five sick
days taken in a year. Other organizations require employees to review
their sick leave usage with their supervisor after reaching the trigger
point.

Sick Leave Policies Generally Align with Best Practices

In College Station, most employees accrue 96 hours (12 days)* of sick
leave each year, and there is no limit on the amount that can accrue.
Sick leave may be used for illness, visiting a physician, or caring for
an ill family member. It may also be used as funeral leave. When an
individual ends employment with the City, sick leave is not paid out
(whereas accrued vacation time /s paid out). When employees use
sick leave, they record it on their time sheets so that the City can
keep track of how much sick leave has been used. At the discretion of
each department, employees may also be required to provide specific
notification, such as a physician statement for each absence from
work. City policy also states that evidence of sick leave abuse may
constitute grounds for disciplinary action, up to termination.

* Fire Department employees assigned to shift earn a maximum of 144 hours of sick leave each year.
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Although sick leave policies generally align with best
practices, trigger points could help increase accountability.
City sick leave policies align with best practices in having employees
accrue sick leave over time (rather than giving a block of leave at the
beginning of each year). The City has also done well in creating a
policy that allows supervisors to review an employee’s sick leave
usage. However, the City could further align its policies with best
practices by instituting trigger points, including a mandatory (rather
than discretionary) sick leave review trigger point. Mandatory sick
leave review policies help supervisors be more thorough, objective,
and fair; and help employees more responsibly use their sick leave
since they know they will be held accountable.

Some Indicators of Sick Leave Abuse Exists

Although we do not believe that abuse of sick leave is endemic in the
City, we found some indicators of sick leave abuse occurring along
the margins. For example, we found a disproportionate number of
employees exhausting all or most of their sick leave prior to their term
of employment ending. We also identified specific examples where
employees almost certainly abused sick leave policies.

The City averages about nine sick days per employee
annually. Over the past four years, city employees have used on
average over 64,000 hours of sick leave per year—which equates to
almost 9 days per year per employee. Table 3 below describes city
employees’ sick leave usage from 2008 through 2011.

Table 3: City employees’ sick leave usage

Year Employees’ Sick Hours Avg. days?
2008 911 61,914 8.5
2009 925 67,979 9.2
2010 906 65,653 9.1
2011 910 62,351 8.6
Averages: 913 64,474 8.8

! The number of employees who accrued some form of sick leave in a given year.
2 Average number of days a city employee takes sick leave in a given year.

It is very difficult to compare the City’s level of sick leave usage to
other organizations. This is because other organizations have different
sick leave policies that will skew their numbers either higher or lower.
For example, if another organization did not allow the use of sick
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leave for funerals, as the City does, their sick leave numbers would be
lower when compared to College Station. With this caveat in mind, it
is valuable to note that the Bureau of Labor Statistics reports that in
the private sector “workers participating in plans with a fixed number
of paid sick-leave days per year used an average of 4 days of their
paid sick leave annually.”

Sick leave absences cost the City over a million dollars a year
in lost productivity. Sick leave costs have three primary
components at the City—hourly sick leave, salaried sick leave, and
personal sick days.® Over the past four years, the amount of sick
leave used by employees has resulted in average annual costs of
approximately $1.37 million. Some experts argue that salaried sick
leave should not be figured into sick leave costs because these
employees are not paid for their time but for their results, regardless
of time worked. If we just looked at sick leave used by hourly
employees, the City’s cost of sick leave would average approximately
$1.02 million per year. Figure 2 below provides a description of these
costs.

Figure 2: Cost of sick leave (in millions of dollars)
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° Employees that have 12 months of accrued sick leave may have one workday converted from a sick day to a
personal day, which functions similar to vacation leave (with the exception that employees are not paid for
personal days upon termination).
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There are indicators that some employees may be abusing
sick leave policy. As previously mentioned, when employees end
employment with the City, they receive a cash payout for any
vacation time they did not use, but they do not receive any payout for
sick leave that went unused.

It appears from our investigation that some employees may have
abused this policy by over-using sick leave in order to save up more
vacation days. For example, one employee accumulated
approximately 2,430 sick hours (304 days) during his employment
with the City, and by the time he ended, he used all of his sick leave.
Simultaneously, this employee had saved up 467 vacation hours, and
therefore was able to cash out $11,293 of unused vacation time when
he left city employment.

Table 4 below shows employees who ended their employment with
the City in the last 4 years and received a vacation payout. These
employees are broken into groups based on the percentage of the
sick leave they used during their employment.

Table 4: City employees’ sick leave usage

Percent Used Employees E % of Vacation Payout
mployees

<0.50 89 22.4% $ 246,600
0.500 - 0.549 16 4.0% 76,400
0.550 - 0.590 23 5.8% 71,600
0.600 - 0.649 15 3.8% 45,900
0.650 - 0.690 12 3.0% 43,500
0.700 - 0.749 11 2.8% 35,600
0.750 - 0.790 19 4.8% 52,000
0.800 - 0.849 22 5.5% 54,800
0.850 - 0.890 24 6.1% 18,500
0.900 - 0.949 36 9.1% 52,500
0.950 - 1.000 130 32.8% 167,500
Totals: 397 100% $ 864,900

Of particular note in the above table is the fact that there are a
disproportionately large number of employees who used more than
95 percent of their sick leave and received a vacation payout. This, of
course, does not mean that there is rampant sick leave abuse
throughout the City, but it does seem to indicate that there are some
city employees abusing sick leave policies.
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Automated Timekeeping Systems Improve Accountability

Employers with sick leave abuse problems often note that there is a
spike in sick leave before or after weekends and holidays. By looking
at how large these spikes are, managers can then get a fairly good
idea of how much, or little, sick leave abuse is occurring in the City
generally. We intended to develop a comprehensive analysis of
citywide sick leave usage by the day to look for indicators of this type
of abuse. However, we encountered the following challenges in the
data hindering our ability to perform the type of analysis necessary to
make reliable conclusions:

1. We found some inconsistencies in how departments recorded sick
leave usage. For example, we found examples of when sick leave
was not recorded on the specific day it was taken. Although the
majority of sick leave appears to be recorded on the specific day it
occurs, the exceptions we found made us question the reliability
that sick leave was recorded accurately all the time.

2. City employees manually record their time worked on paper
timesheets on a biweekly basis. This manual process is more
susceptible to mistake of fact—that is, without even knowing it,
the employee may enter incorrect information on the timesheet.
Supervisory review is the primary method used by the City to
prevent mistakes from occurring. However, this review is still
susceptible to human error—especially when supervisors typically
review and approve timesheets of several employees at the end of
the bi-weekly period.

3. Because city employees provide many different kinds of services
to citizens, there is a large variety of schedules among employees.
For example some employees work 24, 12, 11, or 9 hour shifts;
while others work flex schedules, shift work, weekends, or
holidays.

An automated timekeeping system would help mitigate the above
stated problems. It would reduce inconsistency and increase reliability
of the times employees worked because the information is
automatically time stamped each day. It would reduce the chance of
human error because many of the areas where error could occur
would become automated. Also, such a system would be able to
efficiently and effectively perform sophisticated analytics because it
could automatically take into account the variation among employee
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work schedules. Finally, automated timekeeping systems create an
audit trail of each change a system user makes to the system;
thereby enhancing accountability.

Audit Tests Performed to Verify Compliance with Policy

Several audit procedures were developed to test compliance with city
payroll policies. First, we analyzed whether any employees were
receiving inappropriate pay after their term of employment ended.
Second, we examined whether sufficient controls were in place to
ensure that employees were not abusing the City’s donated leave
policy for catastrophic illness. Although we found a few exceptions
when performing our audit tests, we determined that these
exceptions were immaterial and did not constitute a significant risk to
the City.

Finally, we compared the pay rates found in the payroll system to the
pay rates recorded in the employees’ personnel files to ensure that
employees were receiving their authorized pay rate. When performing
this audit work, we were unable to verify approximately 13 percent of
the pay rates because of insufficient documentation.

Receiving Inappropriate Pay after Termination was Verified

According to city policy, employees should not receive a vacation
payout if their term of employment was less than six months. Also, no
employee should receive pay after their term of employment has
ended, and salaried employees should not receive a compensatory
time payout upon leaving the City.

We found a few exceptions of employees being paid after their
termination dates. However, the total amount was under $1,000 and
possible explanations for these occurrences are feasible. We also
found two employees who received a compensatory time payout
during a classification change of salary to hourly—due to the fact that
the City previously allowed salary employees to accrue compensatory
time. Although we believe that these employees should not have
received this extra compensation, the risk of this happening in the
future is minimal because current city policy does not allow salaried
workers to earn compensatory time.
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No employees who worked less than six months were found
to receive a vacation payout. According to city policy, employees
who end employment with the City may receive a payout on any
vacation leave they have saved. However, employees who have
worked for the City less than six months are ineligible for vacation
payouts. We examined all pay checks from January 2008 to April
2012 to determine if an employee who worked for the City for less
than six months received a vacation payout. We found no exceptions
in the period reviewed which leads us to conclude that the City has
sufficient safeguards to prevent the violation of this policy.

An immaterial amount of pay was received by a few
employees after termination. We investigated whether any
employees continued to be paid after their termination date.®
Specifically, 17 days after their termination date, since employees
may still receive their last pay check up to 17 days after they end
employment.

We discovered only four employees who received pay more than 17
days after they ended employment; and their combined pay after
termination only totaled $831. We were able to determine that one of
these four employees was an employee that ended employment then
re-entered the City’s workforce, which may explain the discrepancy in
paycheck and termination dates. Because of the small amount of
money at risk here, we decided it would not be the best use of our
time to investigate the specifics of why the other three employees
received pay checks after their termination. We believe it could be for
a number of reasons, such as a second job, incorrect dates entered,
or re-employment.

Two salaried employees received a compensatory time
payout. The Fair Labor Standards Act requires employers to pay
time-and-a-half to hourly employees who work more than 40 hours a
week. Compensatory time is an alternative to time-and-a-half that is
available to public sector employers. With compensatory time,
employers may choose to compensate an employee with paid time-off
rather than paying the employee time-and-a-half. Because only hourly
employees should be receiving compensatory time, as part of this
payroll audit, it was necessary for us to make sure than no salaried
employees have received compensatory time payouts.

® our scope of review was employees who received a paycheck between January 2008 and April 2012.

Payroll Policies & Procedures 20



In our investigation, we found two employees that, while classified as
salaried employees, received compensatory time. Because these
employees were reclassified as hourly employees, the City decided to
give them a payout on the compensatory time they had earned while
salaried employees. Together, these employees received a payout of
$10,980. Unless these employees were always mistakenly
misclassified as exempt workers, the extra compensation these
employees received was above what the City was legally obligated to
provide. However, it should be noted that these payouts occurred in
2009, and the City has recently changed its policies so that salaried
employees cannot receive compensatory time.

Examination of Donated Leave Yielded No Material Findings

City policy permits employees to donate sick leave to qualifying
regular fulltime and regular part-time employees. The purpose of
allowing employees to donate leave is to assist employees and their
families when a catastrophic event forces the employee to exhaust all
leave time, lose compensation from the City, and the situation
presents a hardship to the employee and the employee's family. An
eligible catastrophic event is considered to be more severe than a
“serious medical condition” as defined by the Family Medical Leave
Act (FMLA). However, before an employee can use donated leave,
they must have exhausted all of their personal leave first. Therefore,
we developed audit procedures to determine if any employees
received donated leave prior to all other types of leave being
exhausted. In the last three fiscal years, our analysis revealed that 28
employees were found to have received donated leave, of which all
had in fact exhausted their own personal leave (sick and vacation)
prior to the usage of donated time. This leads us to conclude that the
City has sufficient safeguards to prevent the violation of this aspect of
the policy.

There is Insufficient Documentation to Verify All Pay Rates

Typically, authorization of employees’ pay rates are documented
through employee actions forms (EAF). These forms are completed by
department personnel and require signature approval by employees’
supervisors and department heads. EAFs are submitted to Human
Resources (HR) to authorize HR staff to make changes to employees’
pay (e.g. new hire, promotion, etc.). However, we found that EAFs
are not always used when submitting end-of-year pay raises or other
rate changes that affect several employees at one time—and the
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method of documentation used to support these changes was
insufficient for us to verify authentication of pay rates.

Documentation used to support end-of-year pay raises was
insufficient for us to verify pay rates. Pay rate changes were
documented electronically through excel spreadsheets for the last
fiscal year’s end-of-year pay raises. Because this method of
documentation can be easily altered, we found it inadequate for our
purposes of verifying pay rates. Some departments provided HR with
hard copies of their changes with some documentation of approval.
However, we were only able to verify that this occurred in a few
instances. Furthermore, documentation of the approval of these
spreadsheets was contained in emails, but HR personnel did not keep
a record of these emails. Regardless if HR had documentation of
these emails on file, the process of keeping records of pay rate
changes through excel spreadsheets was insufficient for verifying the
accuracy of pay rates in the City’s payroll system.

We were unable to verify approximately 13 percent of the
pay rates in our sample. We drew a statistical sample of 379
paychecks from January 2010 through April 2012 to verify that the
pay rates found on employees’ paychecks corresponded to the
authorized rates found in employees’ personnel files. Our results are
summarized in Table 5 below.

Table 5: Pay Rate Verification Results

Description Number Percent

Sufficient documentation to verify pay rate:

> Verified through EAF 284 74.9%

> Verified through non-EAF document 19 5.0%

> Verified but EAF incomplete® 26 6.9%

Total Verified: 329 86.8%

Insufficient documentation to verify

> Check date after 10.10.11 38 10.0%

» Check date prior to 10.10.11 11 2.9%

> Entire employee file missing _1 0.3%
Total Unverified: 50 13.2%

1This includes 1 EAF without an effective date, 1 EAF missing 2 signatures, and the remaining
EAFs missing 1 signature.

Of particular note, are pay rates on paychecks that we were not able
to verify that fell before or after October 10, 2011. This date is
significant because this is when end-of-year pay raises were
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processed, which explains why we couldn't find sufficient
documentation for at least 38 of the exceptions identified in Table 5.

The sample size of 379 paychecks was randomly selected in order to
reach a 95 percent confidence level and a 5 percent confidence
interval. One advantage of statistical sampling is the ability to draw
inferences to the entire population. For example, we are 95 percent
confident that there is insufficient documentation in employees’
personnel files to verify the pay rates on between 8 and 18 percent of
paychecks between January 2010 and April 2012. There were 58,314
paychecks issued during this period for approximately $95 million in
payroll payments. Therefore, we can infer that between 4,665 and
10,497 paychecks from January 2010 to April 2012 would have pay
rates that could not be verified because of insufficient
documentation.’

! 58,314 multiplied by 8% yields a lower limit of 4,665, and an upper limit of 10,487 when multiplied by 18%.
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Recommendations

In addition to the two recommendations issued in the interim audit
report on February 24, 2012, the City’s payroll process needs a few
slight improvements encompassed in the following audit
recommendations. Implementing these recommendations would
strengthen internal controls to further prevent any payroll related
fraud, waste, or abuse.

1. Security measures for changing an employee’s direct deposit
information should be increased. Pay redirection fraud and
former employee ghost fraud can both be mitigated using the same
control. This is because, ultimately, both frauds require the
redirection of an employee (or former employee’s) pay check. We
recommend that management select one of the following options:

A. Require that employees attach a copy of current, legal
identification (such as a driver’s license) to their direct deposit
form when requesting a change to their direct deposits. This
would reduce the risk of fraudulent redirection of an employee’s
pay check since access to an individual’s current, legal
identification is usually quite limited. However, it should be noted
that some supervisors may have copies of their employees’
driver’s licenses on file, so this security measure would not prove
a particularly high hurdle for those supervisors. Ultimately, the
unfortunate fact is that security risks can never be completely
eliminated, they can only be reduced.

B. A second option is to require that employees physically appear at
the payroll office to submit their direct deposit form, and require
the employee to show photo ID when submitting it. This is the
most secure method for preventing pay check redirection. But
unfortunately it could also prove to be somewhat inconvenient for
those employees who do not work in the same building as the
payroll office. Nevertheless, since most employees change their
direct deposit information infrequently, this increased burden may
be worth the enhanced security.

2. The City should consider the implementation of an automated

timekeeping system. The advantages of an automated
timekeeping system are that it eliminates the use of paper timesheets
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and the cumbersome, time consuming, manual process; while also
reducing many of the risks associated with human error and fraud. An
automated timekeeping system also provides more detailed records
than a manual system and increases accountability. Finally, many
automated timekeeping systems come with user-friendly analytics
that will help supervisors and managers become stronger leaders with
less time and training required. Specific to this report, an automated
timekeeping system will greatly reduce the risks and inefficiencies
associated with the following issues: (1) ghost employees, (2)
process controls for department time keepers, (3) sick leave usage
and management, and (4) timesheets and time keeping.

3. The City should develop a procedure to ensure that inactive
employees are timely removed from the payroll system. Since
the City has already begun removing current, inactive employees from
the payroll, we recommend that the City now create an official policy
and process that ensures future inactive employees will be timely
removed from the payroll once they become inactive. Furthermore,
some department personnel explained that the justification for not
timely removing inactive seasonal workers was due to the time-
consuming pre-employment processes. Therefore, the City should
also consider developing a special re-instatement process for
returning seasonal employees instead of simply not removing these
employees from the payroll.

4. Official documentation should be filed for every pay rate
change. Documentation authorizing pay rate changes should
sufficiently demonstrate that all employee pay rates are authentic and
have been approved by management.

Before any employee’s pay rate change is entered into payroll, an
official, department approved, document should be filed with Human
Resources. The official document can be in either paper or electronic
form; but, no matter the format, it should be a document that is not
easily manipulated after receiving departmental approval. For
example, an electronic spreadsheet is insufficient because the entered
rates are easily changed. This official document should be kept on file
(either in hard copy or electronically) with Human Resources until, at
the very least, the employee receives another pay rate change. By
following this protocol, the City can reduce the risk of unauthorized
changes in pay rates and also verify pay rates after they are in place.

Payroll Policies & Procedures 25



Management should consider instituting trigger points.
Because there was evidence of sick leave abuse among some City
employees, the City should implement trigger points in its sick leave
policy. The trigger point should mandate that once any employee has
used a predetermined level of sick leave in a year, a specific action
must occur. In most organizations this action is either a mandatory
review of sick leave usage by the employee’s supervisor, or the
requirement that the employee’s ilinesses for the rest of the year be
verified by his physician. By instituting trigger points, supervisors will
be able to better manage sick leave usage, and employees will more
responsibly use their sick leave since they know they will be held
accountable.
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Appendix A: Interim Audit Report

v

CITY OF COLLEGE STATION
TY ELLIOTT CITY INTERNAL AUDITOR'S OFFICE AUDIT COMMITTEE

Cay Intemal Auditor 1101 TEXAS AVENUE Mayor Nancy Berry
tellot@ostn gov COLLEGE STATION, TEXAS 77842 Councilmember Jess Fields
TEL: {070) 764-6260 Councilmember Kard Mooney

FAX: (B79) T64-8377

TO:  Jeff Kersten, Chief Fnancial Officer
FROM: Ty Elliott, City Internal Auditor
DATE: February 24, 2012

SUBJECT: Interim Payroll Audit Findings—Payroll System Controls

During the course of the Payroll Audit T am currently conducting, I identified a significant
control deficiency. As of January 23, 2012, there are 41 employees! with system access to
change the dollar amount of city employees’ paychecks. In addition, these employees have
access to change the dollar amount of their own paychecks. There is also no upper limit to the
amount the paychecks can be altered under current security settings. Therefore, there is a risk
that these employees can alter their paycheck or other employees’ paychecks to unauthorized
amaounts.

After conducting interviews of timekeeping staff of all city departments, I also discovered that
payroll processes varied drastically throughout the cty. Some departments have implemented
mitigating process controls requiring two employees to verify payroll time entries before they
are submitted to the Department of Anance. In other departments, however, process controls
are inadequate.

Risk Exposure: The city has created 255 pay type codes. Currently, there are 22 of these
codes that department timekeepers can use to change paycheck amounts. In fiscal year 2011,
$10.5 million in payroll anrnents were made from nine of these pay codes—which is over 24
percent of total payroll.” Table 1 on the next page describes the dollar amount paid to
employees from these 9 codes in fiscal year 2011.

' These employees consist of a system administrator in the Department of Information Technology, 3 Department of
Finance payroll administrators, 8 Human Resocurces employees, and 28 department timekeepers.

* Total payroll for the city was approximately 3427 million in fiscal year 2011.

Page 1 of 2
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Table 1: FY11 Pay Codes Used with High Risk Exposure

I Mumber of
Pay Type Description® Amount Employees Pavments
Salary Adjustment $ 9,756,700 272 6,481
Lump Sum Payment % 181,400 146 147
On-call Pay % 145,800 162 7375
Workers Compensation Payments $ 21,300 5 23
PD Field Training (Patrol) $ 13,900 12 215
PD Field Training {Communications) $ 7,100 2 269
Taxable Awards % 4,200 22 25
Retro Adjustment Pay $ 2,100 26 27
Tax Adjustment Retro Pay %30 1 2

Total: $10,132,530

The three most common payments made to employees at risk of unauthorized compensation
are salary adjustments, lump sum payments, and on-call pay. The salary adjustment code is
used to pay all salaried employees. The system automatically calculates these amounts based
on the authorized pay rate entered into the system by Department of Human Resource staff
and approved by Department of Finance staff. As of February 22, 2012, there are 780 fullime
employees and 257 are salaried employees. The lump sum payment code is used most
frequently when employees have reached the top end of their pay scale. Because these
employees are no longer eligible for a pay rate increase, they may receive a lump sum payment
based on the merit of their performance evaluations. The on-call pay type is used for non-
exempt employees who are formally designated to be in an on-call status.*

Audit Recommendations:

1. Access to modify an employee’s pay should be very limited. Therefore, security settings
should be changed to prevent department timekeepers from making changes to any
employee's pay. Payroll system administrators in the Department of Fnance should also
enable system functionality to automatically populate the appropriate dollar amounts for pay
codes currently requiring manual dollar amount entry such as on-call pay.

2. Process controls at the department level should be strengthened. All timesheets should be
reviewed and approved by department supervisors and delivered directly to department
timekeepers by supervisors. After timesheet data is entered into the system, a separate
employee from the one who performed time entry should verify the accuracy of enfries by
reconciling physical timesheets to the system generated hours proof report. In addition,
department timekeepers’ timesheets should be delivered to Department of Finance payroll
staff by their supervisors to be audited by central payroll personnel.

3 Under current timekeeping procedures, cn-call pay and the Police Department field training pay types are the only
pay type codes department timekeepers would be justified to routinely enter dollar amounts into the payroll system.
All other adjustments to paycheck dollar amounts should be processed centrally by Finance or HR staff.

4 Employees receive 315 per day for being on call.
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Payroll Policies & Procedures 28



Appendix B: Management’s Responses

«J N
CITY OF COLLEGE STATION

TO: Ty Elliot, City Internal Auditor
Through: David Neeley, City Manager
From: leff Kersten, Executive Director of Business Services

Alison Pond, Human Resource Director
Date: July 3, 2012
Subject: Performance Audit: Payroll Policies and Procedures

Attached is the Fiscal Services and Human Resource Departments response to the Payroll
Policies and Procedures Audit Report. Each of the recommendations addressed to the Executive
Director of Business Services includes a response on how the recommendation will be
addressed.

Please let me know if any additional information is needed.

CC: Cheryl Wright, Accounting and Treasury Operations Manager
Carol Thompson, Budget and Financial Reporting Manager

the heart of the Research Valley

PO. BOX 9960
1101 TEXAS AVENUE
COLLEGE STATION « TEXAS » 77842

979.764.3510

www.cslx.gov
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Payroll Policies and Procedures Audit

Internal Audit Recommendations and Fiscal Services and Human Resource Responses:

1.

Recommendation: Security measures for changing an employee’s direct deposit
information should be increased. Pay redirection fraud and former employee ghost
fraud can both be mitigated using the same control. This is because, ultimately, both
frauds require the redirection of an employee (or former employee’s) pay check. We
recommend that management select one of the following options:

A. Require that employees attach a copy of current, legal identification (such as a
driver’s license) to their direct deposit form when requesting a change to their direct
deposits. This would reduce the risk of fraudulent redirection of an employee’s pay
check since access to an individual’s current, legal identification is usually quite limited.
However, it should be noted that some supervisors may have copies of their employees
driver’s licenses on file, so this security measure would not prove a particularly high
hurdle for those supervisors. Ultimately, the unfortunate fact is that security risks can
never be completely eliminated, they can only be reduced.

’

B. A second option is to require that employees physically appear at the payroll office to
submit their direct deposit form, and require the employee to show photo ID when
submitting it. This is the most secure method for preventing pay check redirection. But
unfortunately it could also prove to be somewhat inconvenient for those employees
who do not work in the same building as the payroll office. Nevertheless, since most
employees change their direct deposit information infrequently, this increased burden
may be worth the enhanced security.

Finance Management Response: In order to strengthen controls and mitigate risk, the
payroll department will require all employees to come to the payroll office to make any
changes to their direct deposit information. Payroll staff will ask for a photo ID (City ID
or Driver’s License) in order to verify that the employee submitting the change form is
the one who is requesting the change. Payroll staff personnel will initial the direct
deposit form confirming verification. All new hire paperwork (including initial direct
deposit form) will continue to be processed through HR for initial submission to
payroll.

The City should consider the implementation of an automated timekeeping system.
The advantages of an automated timekeeping system are that it eliminates the use of
paper timesheets and the cumbersome, time consuming, manual process; while also
reducing many of the risks associated with human error and fraud. An automated
timekeeping system also provides more detailed records than a manual system and
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increases accountability. Finally, many automated timekeeping systems come with user-
friendly analytics that will help supervisors and managers become stronger leaders with
less time and training required. Specific to this report, an automated timekeeping
system will greatly reduce the risks and inefficiencies associated with the following
issues: (1) ghost employees, (2) process controls for department time keepers, (3) sick
leave usage and management, and (4) timesheets and time keeping.

Finance Management Response: Payroll staff concurs with the audit findings that a
timekeeping system would reduce payroll risk, allow for better tracking of payroll
information such as leave time, and help reduce the number of man hours spent on a
manual process. A representative from Kronos, a timekeeping software company,
provided a demonstration on a timekeeping system earlier this year. At no cost to the
City, Kronos will provide a value assessment on what the benefits and cost savings would
be to the city should the city choose to implement a timekeeping system. On
Wednesday, June 27" a representative from Kronos was here to gather information in
order to prepare an assessment for the city. The decision to implement an automated
timekeeping system will be up to city management.

The City should develop a procedure to ensure that inactive employees are timely
removed from the payroll system. Since the City has already begun removing current,
inactive employees from the payroll, we recommend that the City now create an official
policy and process that ensures future inactive employees will be timely removed from
the payroll once they become inactive. Furthermore, some department personnel
explained that the justification for not timely removing inactive seasonal workers was
due to the time-consuming pre-employment processes. Therefore, the City should also
consider developing a special re-instatement process for returning seasonal employees
instead of simply not removing these employees from the payroll.

Human Resource Management Response: HR staff concurs and began revamping this
process last year. The issue has been the removing of temporary/seasonal personnel
who may work sporadically through the year, but should be work completed at the end
of the season. The HR department, along with department managers, have
implemented a process to ensure that we continue to remove employees when they
complete their work assignment. While the process of re-hiring seasonal employees
may add some additional burden on the hiring managers, we believe the checks related
to pre-employment are necessary for hiring, and rehiring these seasonal employees.
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4. Official documentation should be filed for every pay rate change. Documentation
authorizing pay rate changes should sufficiently demonstrate that all employee pay
rates are authentic and have been approved by management. Before any employee’s
pay rate change is entered into payroll, an official, department approved, document
should be filed with Human Resources. The official document can be in either paper or
electronic form; but, no matter the format, it should be a document that is not easily
manipulated after receiving departmental approval. For example, an electronic
spreadsheet is insufficient because the entered rates are easily changed. This official
document should be kept on file (either in hard copy or electronically) with Human
Resources until, at the very least, the employee receives another pay rate change. By
following this protocol, the City can reduce the risk of unauthorized changes in pay rates
and also verify pay rates after they are in place.

Human Resource Management Response: Most pay rate changes come through the
EAF system and have the appropriate checks in place. HR & Departments have utilized a
spreadsheet for year-end raises to gain efficiency in the processing of 800 pay changes
at one time. Management agrees that appropriate checks and balances should be in
place during the year-end process, and will add in the appropriate levels of security,
including manager signatures. It is important to note that the HR department is working
on an electronic EAF system that will allow for all pay changes to be sent through a
workflow system, which will add the appropriate level of security.

N

5. Management should consider instituting trigger points. Because there was evidence of
sick leave abuse among some City employees, the City should implement trigger points
in its sick leave policy. The trigger point should mandate that once any employee has
used a predetermined level of sick leave in a year, a specific action must occur. In most
organizations this action is either a mandatory review of sick leave usage by the
employee’s supervisor, or the requirement that the employee’s illnesses for the rest of
the year be verified by his physician. By instituting trigger points, supervisors will be able
to better manage sick leave usage, and employees will more responsibly use their sick
leave since they know they will be held accountable.

Human Resource Management Response: We acknowledge that supervisors should be
ensuring that sick leave is not abused, and that employees should be appropriately
adhering to the policies in place. We believe that most employees utilize sick leave for
appropriate needs, and agree that we need to train supervisors and hold them
accountable to ensure that individuals are not abusing the policies already in place.

We do not agree that the implementation of a “trigger point” policy is appropriate at
this time due to the following reasons:
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1. Department Leaders and Supervisors currently have the opportunity to approve sick
leave requests and absences and the ability to check the accruals individual employees
have. They also have the ability to request reports to track specific usage of sick time,
and we have palicies that can place employees on corrective action, up to and including
termination if they are abusing any policy.

2. Our current policy allows for managers to request a physician note for absences, and
this is at the discretion of the individual department and supervisor to request such a
note, as needed.

3. Our policy includes the usage of funeral leave in the sick leave accrual, so not all
absences would require a physician’s note.

4. FMLA leave regulations ensure that we have some specific guidelines for ongoing
absences that fall under FMLA and the process itself becomes a trigger point if an
employee reaches a certain number of absences.

Management does agree that we need to hold supervisors accountable for ensuring that
employees are not abusing this benefit and will implement reminders and training for
supervisors for better oversight of this policy.

Interim Payroll Audit Findings:

1. Access to modify an employee’s pay should be very limited. Therefore, security settings
should be changed to prevent department timekeepers from making changes to any
employee’s pay. Payroll system administrators in the Department of Finance should also
enable system functionality to automatically populate the appropriate dollar amounts
for pay codes currently requiring manual dollar amount entry such as on-call pay.

Finance Management Response: Changes have been made in payroll system controls.
The flag for user department rate overrides and user department dollar amount entry is
now set to “N”, Effective with the 02/27/12 — 03/11/12 pay period, timekeepers no
longer have the ability to alter pay rates in the system. Payroll staff met with all
timekeepers to update them of this change.

2. Process controls at the department level should be strengthened. All timesheets should
be reviewed and approved by department supervisors and delivered directly to
department timekeepers by supervisors. After time sheet data is entered into the
system, a separate employee from the one who performed time entry should verify the
accuracy of entries by reconciling physical timesheets to the system generated hours
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proof report. In addition, department timekeepers should be delivered to Department
of Finance payroll staff by their supervisors to be audited by central payroll personnel.

Finance Management Response: We concur with this finding and implemented the
following process on March 7, 2012.

1. All timesheets must be reviewed and approved by department supervisors and
delivered directly to the department timekeepers by the supervisor.

2. Those who supervise timekeepers must deliver a copy of the timekeepers’ timesheet
to the payroll department. Timesheets can be emailed to Rose Cortez or sent through
interoffice mail. The copy of the timesheet must be delivered to payroll by the supervisor
and not the timekeeper. Payroll will verify that the timekeepers pay codes and hours
worked that have been entered into the payroll system agree to the timesheet the
supervisor has approved.

3. Timesheet data entered into the payroll system by the timekeeper must be verified by
a separate employee who has not entered any time. The second employee must verify
the accuracy of entries by reconciling the physical timesheets to the system generated
hours proof report. Both must sign off on the attached Hours Proof Verification form.
The verification form must be scanned with the timesheets.

Note: The comment on page 6 of the report addressing “an employee pay stub does not
necessarily show all of the accounts his money is being directed into (see Figure 1 on
next page)” has been corrected by IT staff. Employees now can see all of their direct
accounts on their pay stubs.

Payroll Policies & Procedures

34



